Important Note : 1. On completing your answers, compulsorily draw diagonal cross lines on the remaining blank pages.

50, will be treated as malpractice.

2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8
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Seventh Semester B.E. Degree Examin%lﬁ , Jan./Feb. 2023

Cryptography

Time: 3 hrs. . Max. Marks: 80

Note: Answer any FIVE full questions, ng ONE full question from each module.

1 a Write the Euclid’s algorlthm for determmmg the GCD of two positive integers. Find the
GCD of (1970, 1066) using Euclld S algorlthm m (08 Marks)

b. Define the following terms WIth necessary axioms :
(i) Groups (1’1) Rings (111}% Flelds (08 Marks)

OR
2 a. Write the extended Euclid’s algorithm for determining the GCD and multiplicative inverse
of two integers:“Also find the GCD and multiplicative inverse of (4321, 1234). (08 Marks)

b. Mention the, modular arithmetic properties-of.congruence with an example. (06 Marks)

c. Define rela.tlvely prime. Mention an example (02 Marks)

. w*“”*Module-Z

3 a Draw the model of symmetric cryptosystem and explainit. (08 Marks)

9 4
b. Encrypt the plain text “MQWDAY” using H}xll” C;pher with thenﬁke;g{S 7} show your

calculation and cipher text (08 Marks)

4 a. Explain witha schematlc the classical:F iestel Cipher modeIﬂ;g (08 Marks)
b. Discuss the concept of play fair cipher algorithm. Using this find the plain text if Cipher text
is “OFTIBLDHXM?” and key is COMPUTER. — (08 Marks)

Gy

+  Module-3
5 a the various steps 1r1Volved in AES encryption algorithm.
(08 Marks)
b Wlth a neat diagram, explam linear feedback shlﬁ Registers. (08 Marks)
WOR
6 a. With neat blockdiagram, explam AES key expansion. (06 Marks)
b. Writea note on: #
(i)  Stream Ciphers usmg LFSR s.
(11) Design and analysis of Stream Ciphers. (10 Marks)
/ Module-4
7 a. State and prove Fermats theorem Determine Euler’s totient function ¢(24) and ¢(35).
(08 Marks)
b. Ina public key. system using RSA, you intercept the Cipher text C = 10 sent to a user whose
public key 1s e =5, n=35. What is the pla}m text M? (08 Marks)
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OR
owing equations:

X =2mod5, X =6modulo9 (05 Marks)
Explain the distribution of secret key using the pu y cryptography with confidentiality
and authentication. . (05 Marks)
In Diffie Hellman key exchange q = 71, its ve root o. = 7. A’s private key is 5,.B’s

private key is 12. Find

(i) A’s public key (ii) B’s publi key (06 Marks)

(08 Marks)
(08 Marks)

Write an explanatory note on me
Explain in detail, digital sign

of hash function with a neat block
(10 Marks)
(06 Marks)

Define one way hash cﬁ%g Explain the basic 4
diagram.

Write a note on discr:




